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Computers, electronic devices and other technology are powerful and valuable education and
research tools and, as such, are an important part of the instructional program. In addition, the
school district depends upon computers as an integral part of administering and managing the
schools’ resources, including the compilation of data and recordkeeping for personnel, students,
finances, supplies and materials. This policy outlines the board’s expectations in regard to these
different aspects of the school district’s technology resources. Employees must conduct
themselves in a manner that does not violate the law, District policies or procedures, or create a
substantial disruption to the educational process, the school community, or work environment.
An employee who violates this policy may face  discipline, up to and including discharge from
employment, consistent with the District’s policies and procedures and negotiated agreements, as
applicable.

General Provisions

The superintendent is responsible for designating a Director of Technology who will oversee the
use of school district technology resources. The Marshalltown Community School District
Technology Department will prepare in-service programs for the training and development of
school district staff in  technology skills, appropriate use of district technology and for the
incorporation of technology use in subject areas.

The superintendent, working with appropriate staff, shall establish regulations governing the use
and security of the school district’s  technology resources. The school district will make every
reasonable effort to maintain the security of the district networks and devices. All users of the
school district’s technology resources, including students, staff and volunteers, shall comply with
this policy and regulation, as well as others impacting the use of school equipment and facilities.
Failure to comply may result in disciplinary action, up to and including discharge, as well as
suspension and/or revocation of  technology access privileges.

Usage of the school district’s technology resources is a privilege, not a right, and that use
requires the employee to be responsible and conduct themselves appropriately. District owned
technology, and district maintained social media and e-mail accounts are the property of the
school district.

Users of the school district’s network must not expect, nor does the school district guarantee,
privacy for e-mail or use of the school district’s network including web sites visited. The school
district reserves the right to access and view any material stored on school district equipment or
any material used in conjunction with the school district’s network.
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An email address issued by the school district is a privilege, not a right. Email is essential to
district communication; therefore, employees need to understand the limitations of using their
district email accounts.

The goal is to protect district confidential data from breaches and safeguard the district
reputation and technological property.

Inappropriate use of company email:
MCSD employees represent the district whenever they use their corporate email address. They
must not:

● Sign up for illegal, unreliable, disreputable or suspect websites and services.
● Send unauthorized marketing content or solicitation emails.
● Send student or staff personal identifiable information (PII data).
● Send insulting or discriminatory messages and content.
● Intentionally spam other people’s emails, including their coworkers.
●

The district has the right to monitor and archive corporate emails.

Email security:
Email is often the medium of hacker attacks, confidentiality breaches, viruses and other malware.
These issues can compromise the district reputation, legality and security of district equipment.

Employees must:
● Select strong passwords with at least eight characters (capital and lower-case letters, and
● numbers) without using personal information (e.g. birthdays.)
● Remember passwords instead of writing them down and keep them secret.
● Change their email password according to district procedure.

Also, employees should always be vigilant to catch emails that carry malware or phishing
attempts. District employees are instructed to:

● Avoid opening attachments and clicking on links when content is not adequately
explained

● (e.g. “Watch this video, it’s amazing.”)
● Be suspicious of clickbait titles.
● Check email and names of unknown senders to ensure they are legitimate.
● Look for inconsistencies or style red flags (e.g. grammar mistakes, capital letters,

excessive number of exclamation marks.)

If employees aren’t sure that an email they received is safe, they can put in a help ticket by
emailing the district technology help desk at techsupport@marshalltown.k12.ia.us.

Disciplinary action:
Employees who don’t adhere to the present policy will face disciplinary action up to and
including termination. Example reasons for termination are:

mailto:techsupport@marshalltown.k12.ia.us
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● Using a corporate email address to send confidential data without authorization.
● Sending offensive or inappropriate emails to our students, staff, or constituents.
● Using a corporate email for an illegal activity.

The superintendent, working with the appropriate staff, shall establish procedures governing
management of technology records in order to exercise appropriate control over computer
records, including financial, personnel and student information. The procedures will address at a
minimum:  

● passwords,
● system administration,
● separation of duties,
● remote access,
● data back-up (including archiving of e-mail),
● record retention, and
● disaster recovery plans.

Social Networking or Other External Web Sites

The District expects its employees to model responsible and appropriate conduct, both at school
and away from school. Employees’ use of social media forms, including social networking
websites, personal web pages or blogs and electronic messaging are subject to the normal
requirements of legal and ethical behavior within the District community. Employees should be
guided by applicable laws, District policies, and sound professional judgment when engaging in
social networking communications. Social networking for professional reasons between District
employees and students (through the Internet, E-mails, instant messages, text messages, phone
calls, letters, and similar means) should take place via district-provided hardware and/or
software. District employees are prohibited from communicating with students through personal
social networking platforms. Communications between an employee and student that are not
connected with school or school-related activities are prohibited unless the parent or guardian of
the students is present or has consented to the communication (such as through an email or
note).

For purposes of this policy any web site, other than the school district web site or school district
sanctioned web sites, are considered external web sites. Employees shall not post confidential or
proprietary information, including photographic images, about the school district, its employees,
students, agents or others on any external web site without consent of the superintendent. The
employee shall adhere to all applicable privacy and confidentiality policies adopted by the school
district when on external web sites. Employees shall not use the school district logos, images,
iconography, etc. on external web sites, without consent from the Director of Communications.
Employees, students and volunteers need to realize that the Internet is not a closed system and
anything posted on an external site may be viewed by others, all over the world. Employees,
students and volunteers who don’t want school administrators to know their personal
information, should refrain from exposing it on the Internet. Employees, who would like to start
a social media site for school district sanctioned activities, should contact the Director of
Communications.
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It is the responsibility of the superintendent to develop administrative regulations implementing
this policy.

Legal Reference: Iowa Code § 279.8.
281 I.A.C. 13.35, .26

Cross Reference: 310.1 Administrative/Management Team
407 Licensed Employee Termination of Employment
413 Classified Employee Termination of Employment
504.14 Harassment-Students
603.6 Instructional Materials Selection

Adopted: May 1, 2017

Amended: April 6, 2020
September 7, 2021
August 1, 2022


